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DETAILED ACTION 

•1 . New grounds of rejection are based on newly amended claims. 

Response to Amendment 

2. The amendment filed October 12, 2006 has been entered. Claims 1, 3, 5,12- 
14,17,22, 24-26, 36- 38, 42, 47, 49, 56 and 68-71 are pending. 

Claims 1, 22, 24, 26, 37, 47, 49, 68-70 have been amended. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a 
whole would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

4. Claims 1, 3, 5,12-14,17,22, 24-26, 36- 38, 42, 47, 49, 56 and 68-71 are rejected 
under 35 U.S.C. 103(a) as being unpatentable over Crawford (U.S 6,411,943) in view of 
Roger Needham et al. Using encryption for authentication in large networks of 
computers (December 1978) hereinafter Roger. 
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For claim 1, Crawford teaches "providing a configuration database including resource 

information"(Col. 14, lines 60-67, Col.15, lines 1-4, Col. 18, lines 15-58); 

"as a result of said failure, receiving a restoration request including a computer identifier 

associated with the computer"(Col. 9, lines 6-10, Col. 10, lines 32-38, Col. 30, lines 1- 

11); 

"accessing the configuration database based on the computer identifier to identify a 
restorable resource associated with the computer"(Col. 9, lines 6-10, Col. 18, lines 15- 

58); 

"installing the restorable resource on said computer" (See paragraph [Col. 14, lines 52- 
Col. 15, lines 1-9, Col. 30, lines 1-35] wherein at Col. 30,L 1-35, Crawford's teachings 
includes a request to restore, and a software on a virtual disk is been installed to satisfy 
this request, thus teachings are synonymous) 

Crawford does not explicitly teach "encrypting the restorable resource to form an 
encrypted restorable resource" and "Installing the encrypted restorable resource on 
said computer" 

However Roger teaches "encrypting the restorable resource to form an encrypted 
restorable resource" (See [pg 995-996]). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Crawford's teachings of encryption at col.44, lines 1 1-42 with 
teachings of Roger, using the method of encryption, which secures communication in 
physically vulnerable networks depending upon the encryption of materials passing 
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between machines. Encryption not only ensures the privacy of the information but it also 
ensures the integrity of a message. 

For claim 3, this claim is rejected on grounds corresponding to the argument give above 
for rejected claim 1 above. Crawford does not explicitly teach "providing the encrypted 
restorable resource to the computer" 

However, Roger teaches "providing the encrypted restorable resource to the computer" 
(See [pg 993- 996]). 

For claim 5, this claim is rejected on grounds corresponding to the argument give above 
for rejected claim 1 above. Roger teaches "wherein providing the restorable encrypted 
restorable resource to the computer" (See [pg 995- 998]) 
Roger does not explicitly teach "providing an address for the restorable address" 
However Crawford's teachings include "providing an address for the restorable address" 
(Col. 4, lines 1-16, Col. 4, lines 55-67, Col. 15, lines 21-30, Col. 18, lines 15-47). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to have combined the teachings of Roger with Crawford, thereby sending 
restorable resource in the form of an address, would make receiving and access much 
easier and also ensures its integrity. 

For claim 12, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 1 above. Crawford teaches "further comprising registering a 
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plurality of installed resources associated with the computer in the configuration 
database" (Col. 18, lines 50-59, Col. 19, lines 40-67, Col. 20, lines 1-4). 

For claim 13, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 12 above. Crawford teaches "wherein registering the plurality of 
installed resources includes providing a resource name and a computer identifier 
associated with the computer" (Col. 19, lines 40-67, Col. 20, lines 1-4). 

For claim 14, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 13 above. Crawford does not explicitly teach "wherein 
registering the plurality of installed resources includes providing the resource name and 
computer identifier in an encrypted file". 

However, Roger teaches "wherein registering the plurality of installed resources 
includes providing the resource name and computer identifier in an encrypted file" (See 
[pg 993-996]). 

For claim 17, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 1 above. Crawford teaches "wherein providing the configuration 
database includes providing a configuration database having resource identifying 
information, resource version information, and resource location information" (Col. 18, 
lines 50-59, Col. 19, lines 40-67, Col. 20, lines 1-67). 
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For claim 22, Crawford teaches "a computer having a plurality of installed resources" 
(Col 2, lines 39-42, Col. 4, lines 55-69); and "a configuration manager coupled to the 
computer' said configuration manager is adapted to store a configuration database 
including resource information associated with the computer" (Col. 18, lines 53-59, Col. 
19, lines 40-67, Col. 20, lines 1-4), "adapted to receive a restoration request from the 
computer as a result of a failure of said computer, said restoration request including a 
computer identifier associated with the computer" (Col. 9, lines 6-10, Col. 10, lines 32- 
38, Col. 30, lines 1-11), "a adapted to authenticate the restoration request, adapted to 
access the configuration database to identify a restorable resource based on the 
computer identifier associated with the computer"(Col. 9, lines 6-10, Col. 18, lines 15- 
58), and "adapted to provide the restorable resource to the computer"(Col. 2, lines 39- 
42, Col. 4, lines 55-69). 

"installing the restorable resource on said computer" (See paragraph [Col. 14, lines 52- 
Col. 15, lines 1-9, Col. 30, lines 1-35] wherein at Col. 30, L 1-35, Crawford's teachings 
includes a request to restore, and a software on a virtual disk is been installed to satisfy 
this request, thus teachings are synonymous) 

Crawford does not explicitly teach "adapted to encrypt the restorable resource to 
produce an encrypted restorable resource"; 

"adapted to provide the encrypted restorable resource to the computer"; 
However Roger teaches "adapted to encrypt the restorable resource to produce an 
encrypted restorable resource" (See [pg 993-996]). 
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"adapted to provide the encrypted restorable resource to the computer" (See [pg 993- 
996]). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Crawford's teachings of encryption at col.44, lines 1 1-42 with 
teachings of Roger, using the method of encryption, which secures communication in 
physically vulnerable networks depending upon the encryption of materials passing 
between machines. Encryption not only ensures the privacy of the information but it also 
ensures the integrity of a message. 

For claim 24, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 22 above. Crawford teaches "further comprising a server 
coupled to the computer and adapted to receive the restorable resource and install the 
restorable resource on the computer" (Col. 4, lines 34-37, Col. 4, lines 55-67). 
Crawford does not explicitly teach "further comprising a server coupled to the computer 
and adapted to receive the encrypted restorable resource and install the encrypted 
restorable resource on the computer". 

However, Roger teaches "further comprising a server coupled to the computer and 
adapted to receive the encrypted restorable resource and install the encrypted 
restorable resource on the computer" (See [pg 993-996]). 

For claim 25, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 22 above. Crawford teaches "further comprising a server 
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coupled to the computer, the configuration manager being housed on the server" (Col. 
4, lines 34-37, Col. 4, lines 55-67, Col. 1 8, lines 53-59, Col. 1 9, lines 40-67, Col. 20, 
lines 1-4). 

For claim 26, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 22 above. Crawford teaches "wherein the configuration 
manager is adapted to provide the restorable resource to the computer by providing an 
address for the restorable address" (Col. 4, lines 1-16, Col. 4, lines 55-67, Col. 15, lines 
21-30). 

Crawford does not explicitly teach "wherein the configuration manager is adapted to 
provide the encrypted restorable resource to the computer by providing an address for 
the restorable address" 

However, Roger teaches "wherein the configuration manager is adapted to provide the 
encrypted restorable resource to the computer by providing an address for the 
restorable address" (See [pg 995-996]). 

For claim 36, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 22 above. Crawford teaches "wherein the computer is adapted 
to register a plurality of installed resources associated with the computer in the 
configuration database" (Col. 18, lines 50-59, Col. 19, lines 40-67, Col. 20, lines 1-4). 
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For claim 37, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 36 above. Crawford teaches "wherein the computer is adapted 
to register the plurality of installed resources by providing a resource name and a 
computer identifier associated with the computer" (Col. 19, lines 40-67, Col. 20, lines 1- 
4). 

For claim 38, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 37 above. Crawford does not explicitly teach "wherein 
registering the plurality of installed resources includes providing the resource name and 
computer identifier in an encrypted file". 

However, Roger teaches "wherein registering the plurality of installed resources 
includes providing the resource name and computer identifier in an encrypted file" (See 
[pg 993-996]). 

For claim 42, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 36 above. Crawford teaches "wherein the configuration 
database includes resource identifying information, resource version information, and 
resource location information" (Col. 18, lines 50-59, Col. 19, lines 40-67, Col. 20, lines 
1-67). 



For claim 47, Crawford teaches "a configuration database including resource 
information" (Col. 14, lines 60-67, Col 15, lines 1-4, Col. 18, lines 15-58); "program 
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instructions, that when executed by a processing device perform a method for restoring 
a resource on a computer that previously failed "(col. 4, lines 55-67, Col. 30, lines 1-11), 
the method comprising: 

"as a result of said failure, receiving a restoration request including a computer identifier 
associated with the computer"(Col. 9, lines 6-10, Col. 10, lines 32-38, Col. 30, lines 1- 
11); "accessing the configuration database based on the computer identifier to identify a 
restorable resource associated with the computer" (Col. 9, lines 6-10, Col. 18, lines 15- 
58); "identify an available upgrade for the restorable resource" (Col. 10, lines 26-31). 
"upgrade for the restorable resource to produce an encrypted upgrade of the restorable 
resource" (Col. 10, lines 26-31). 

"installing said upgrade of the restorable resource on said computer"(Col. 10, lines 26- 
31, Col. 14, lines 52-Col. 15, lines 1-9, Col. 30, lines 1-35]) 

Crawford does not explicitly teach "encrypting said upgrade for the restorable resource 
to produce an encrypted upgrade of the restorable resource"; 
However, Roger teaches "encrypting said upgrade for the restorable resource to 
produce an encrypted upgrade of the restorable resource" (See [pg 995-996]). 
Therefore it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Crawford's teachings of encryption at col.44, lines 1 1-42 with 
teachings of Roger, using the method of encryption, which secures communication in 
physically vulnerable networks depending upon the encryption of materials passing 
between machines. Encryption not only ensures the privacy of the information but it also 
ensures the integrity of a message. 
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For claim 49, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 47 above. Crawford teaches "wherein providing the restorable 
resource or the upgrade of the restorable resource (Col. 10, lines 26-31) to the 
computer in the method includes providing an address for the restorable address"(Col.4, 
lines 1-16, Col. 15, lines 21-30). 

Crawford does not explicitly teach "wherein providing the restorable resource or the 
encrypted upgrade of the restorable resource to the computer in the method includes 
providing an address for the restorable address" 

However, Roger teaches "wherein providing the restorable resource or the encrypted 
upgrade of the restorable resource..." (See [pg 995-996]). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Crawford's teachings of encryption at col.44, lines 1 1-42 with 
teachings of Roger, using the method of encryption, which secures communication in 
physically vulnerable networks depending upon the encryption of materials passing 
between machines. Encryption not only ensures the privacy of the information but it also 
ensures the integrity of a message. 

For claim 56, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 47 above. Crawford teaches "wherein the configuration 
database includes resource identifying information, resource version information, and 



Application/Control Number: 10/668,907 Page 12 

Art Unit: 2168 

resource location information" (Col. 18, lines 50-59, Col. 19, lines 40-67, Col. 20, lines 1- 
67). 

For claim 68, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 47 above. Crawford teaches "wherein the method further 
comprises offering the restorable resource and the upgrade of the restorable resource" 
(Col. 10, lines 26-31). 

Crawford does not teaches "offering the restorable resource and the encrypted upgrade 
of the restorable resource" 

However, Roger teaches "offering the restorable resource and the encrypted upgrade of 
the restorable resource" (See [pg 995-996]). 

For claim 69, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 68 above. Crawford teaches "wherein the method further 
comprises enabling a user to select either the restorable resource or the upgrade of the 
restorable resource" (Col. 51, lines 43-47) 

Crawford does not explicitly teach "enabling a user to select either the restorable 
resource or the encrypted upgrade of the restorable resource" 

However, Roger teaches "enabling a user to select either the restorable resource or the 
encrypted upgrade of the restorable resource"(See [pg 995-996]). 
Therefore it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Crawford's teachings of encryption at col.44, lines 1 1-42 with 
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teachings of Roger, using the method of encryption, which secures communication in 
physically vulnerable networks depending upon the encryption of materials passing 
between machines. Encryption not only ensures the privacy of the information but it also 
ensures the integrity of a message. 

For claim 70, this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 69 above. Crawford teaches "wherein the method further 
comprises providing either the restorable resource or the upgrade of the restorable 
resource based on the user's selection" (Col.51, lines 42-64) 
Crawford does not explicitly teach "wherein the method further comprises providing 
either the restorable resource or the encrypted upgrade of the restorable resource 
based on the user's selection" 

However, Roger teaches "wherein the method further comprises providing either the 
restorable resource or the encrypted upgrade of the restorable resource based on the 
user's selection" (See [pg 995-996]). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of the 
invention to modify Crawford's teachings of encryption at col.44, lines 1 1-42 with 
teachings of Roger, using the method of encryption, which secures communication in 
physically vulnerable networks depending upon the encryption of materials passing 
between machines. Encryption not only ensures the privacy of the information but it also 
ensures the integrity of a message. 
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For claim 71 , this claim is rejected on grounds corresponding to the argument give 
above for rejected claim 3 above. Crawford does not explicitly teach "wherein proving 
the encrypted restorable resource to the computer comprises providing the restorable 
resource to a server connected to the computer" 

However, Roger teaches "wherein proving the encrypted restorable resource to the 
computer comprises providing the restorable resource to a server connected to the 
computer" (See [pg 993- 996]). 

Response to Argument 

5. Applicant's argument filed October 12, 2006 has been fully considered but they 
are not persuasive. The examiner respectfully traverses applicant's arguments. 
As per claim 1 applicant argued that the software in Crawford is not copied from the 
virtual disk back to the customer computer for installation. On the contrary, at Col. 14, 
lines 60-67, Crawford teaches virtual disks are mounted and customer files are copied 
to their original customer disk for restoration. Likewise at Col. 30, lines 1-35 Crawford's 
teachings also include a request to restore, and a software on a virtual disk is been 
installed to satisfy the request. However, Crawford's teachings of installing software on 
the computer for restoration purposes combined with the teachings of Roger, using the 
method of Encryption reads on applicants claim language. 
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Conclusion 



6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to OLUBUSOLA ONI whose telephone number is 571-272- 
2738. The examiner can normally be reached on 7. 30-5. 00PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, TIM VO can be reached on 571-272-3642. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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